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This project aims to improve Yunlin County's environmental quality
and ensure effective implementation of improvements. It involves
establishing the " Yunlin Environmental Smart Decision Support
System" enhancing the environmental information integration
platform, strengthening the alert capabilities of proactive push
notifications, developing a smart decision-making dashboard,
maintaining the response decision support system, and building the
necessary software and hardware infrastructure for the system.

For strengthening air pollution management and the environmental
information integration platform, the project includes introducing a
dynamic map for mobile pollution sources, expanding the GIS-based
air pollution management and environmental information integration
platform, optimizing the decision system interface, improving the user
interface for air pollution model simulations, building pollution
traceability functions, and integrating air pollution fees and emission
reporting systems.

Additionally, based on the types of connected environmental
management databases, the project will enhance the current proactive
alerting capabilities, expanding automatic warning features to include
air quality micro-sensors, CEMS, flares, and specific complaint alerts.
In terms of the smart decision-making dashboard, visualized trend
reports and flexible dashboards will be created for categories such as
air pollution, water pollution, and waste management. The system's
functions will be continuously maintained and updated, including
maintaining environmental management databases, monitoring data
repositories, the environmental information integration platform's GIS
services, and air quality emergency response push notifications.
System adjustments will be made based on user feedback.
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1ll FGT60FTK23036836 FortiGate 60F 2028-01-07 2025-01-07
View Products / FGT60FTK23036836

PRODUCT INFORMATION & ENTITLEMENT B

General Hardware

[ COTE0ETK 23036536 Firmware & General Updates

Produ FortiGate 60F

WA Enhanced Support
Serverbank Inc. (7] #E |

2025-01-07

2024-12-13

Standard

2025-01-07

@Unit initial connection with Fortinet servers

Telephone Support

THREAT PROTECTION STATISTICS Pastiday v Vi LICENSE & KEY

There are no additional licenses resistered to this product
TOP 20 VIRUS TOP201PS TOP 20 BOTNET
Key Description

Download | Off-Network license file for Version 7.2.0 or later (New changes on
entitlement will reflect on entitlement file in 2 hours)

W 3.6-15 B riExzda

Hello!

Thank you for entrusting your IT security to ESET Server Security.
You're in good company: ESET is already the preferred choice of
millions of users worldwide to protect their technology. You can rely
on us.

In this email you will find your license information and instructions for
installing your products.

Here are your license credentials:
Company/Organization: SR EFEREIER

Your License Key: TKNM-XEUF-5UJT-V5U7-HB3)
Public ID: 3BB-EJJ-V97
Product: ESET Server Security

Expiration date: 01/16/2026

To add more devices to your license, manage your payment details or
auto-renew settings, contact your ESET reseller.

o Easily manage your licenses and seats

+ To effortlessly manage your ESET business product license(s) from
one location, start with creating your ESET Business Account

W 3.6-16 #HWH I HWHRAEP
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(I )i * % &) Abuse cases

(= )F M=% 2 hF K Security requirements

(= )F % >k (F6 Security operations
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“7i § 2 Applications 2 DB & £ T3 » &5 % A2 B
GREFTRRGRIEE 2RFRR KRR REFITE 28
-

APH TR Y web HEMFME 21 25 OWASP Zed
Attack Proxy (ZAP)>» p*1 E & ZHRBIFEP LIRS 0T 6
I8 33 BEALR

1. #4e:bdy £ 7% Cross Site Scripting (XSS)

2. SQL F#L*2 48 s ¥ SQL Injection

3. B4k iz i 3 4 Cross Site Request Forgery ( CSRF)

4, *t3RE F7H » External Redirect

5. %% % T Parameter tampering

6. P 4if| fF Directory browsing

A2+ F 20 OWASP *THE B cn ZAP 2 (7H#pleria o> i

ETHFAX 2RMEDE LR - ZAP F 6 S R4
] 3.6-23 #7571 -

ZAP $d5 15 ¢ 21 4 ik B 5

l. % %% (High): 3h'&hFT X3RRI %

2. ¢ Z% (Medium): ¥ 2R DT LXRIE > RRFE
7 a2
3. ME% (Low): MARR ihF % RAL

4. 3 4 (Informational) @ #& ik F 3

203 ¥ % (High) # > 5 OWASP 25 ksl Bd i
538> T &Rt > AP E € 15 ZAP cruEiRiE 7k S AR
FE OB S KRR L E % 4o B 3.6-22 41T 0 Bk AT G
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File Ecit View Analyse Report Jools Online Help

[Sandarimon v) I EHED G @ D@8 OO0 U

==b o) ELdaE o@
[ Quickstan: | < Request | Responses= | 3 Break [ || SciptConsole |

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding winerabilities in web applications.

Please be aware that you should only attack applications thal you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press "Alack’

| URL 1o attack hitp:i182 168 1. 33:8080/
Atack W Stop
Progress: Attack complete - see the Alerts tab for details of any issues found

Fora more in depih test you should explore your application using your Browser or automaled regression tests while proxying through Z4P.

It you are using Firefox 24.0 of I3ler you can use Plug-n-Hack 1o confgure your browser

Configure your browser: | ¥ Plug-n-Hack

©r point your browser at it Mocalhost8080/pnhs

ouput | (L ZestResuls

(#sﬂm T #* Forced Browse Tﬁﬂmr I [] Params I <4 Hitp Sessions T«,alm& I &¥ WebSockets T 6 AJAX Spider T
Il

= History

%, Search

3 Break Points 1 e

) Active Scan

* (B > Web Browser XSS Pratecti

» (@ 7 X-Content-Type-Options header missing (79)
» ([ " X-Frame-Options header not set (32)

(Cross-domain JavaScript source file inclusion

hitp192.168.1.33:8080/

= L Risk: i Low
jon Mot Enabled (32) Reliability ‘Waming
Parameter: hitp: [google.
Aftack
I Evidence: google.
CWE Ie: (]
WASC |d o

The page atte following URL includes one or more script fles from 3 third-party domain

Alerts R0 R0 23 @1

CumentScans ) 0 0 /0 0 o !

v Scan Policy
Client browser
Informat;
Injection

Miscellaneous
Passive

Server security

Information gathering

TestName

rl—— =%

glﬁ'ﬁ

Thresholds and strengths can be changed by clicking on them

v Scan Policy
@ Client browser 'f"ec e - - v
Threshold | Strength | Information gathering ] TestName | Threshold | Strength

it Script active scan rules Default Default
Mscollanoous Server Side Code Injection Plugin ~ Default  Default

Passive Remote OS Command Injection Plu... Default Default

Server security Cross Site Scripting (Reflected) Default Default

CRLF injection Default Default

Parameter tampering Defauit Default

Cross Site Scripting (Persistent) Default Default

Cross Site Scripting (Persistent) - Pr... Default Default

Cross Site Scripting (Persistent)- S..  Default Default

Server side include Default Default

SQL Injection Default Default

Cancel can be changed by g on them Cancel

¥ Scan Policy
Client browser
Information gathering
Injection

Passive
Server security

Miscellaneous

TestName

Thresholds and strengths can be changed by dlicking on them

v Scan Policy =
— b Client browser pesswe @
| Threshold | Strength | Information gathering | TestName | Threshold |
| Defautt Injection Script passive scan rules Medium
Miscebandovs | Application Error disclosure Medium
Incomplete or no cache-control and pragma HTTPH.. Medium
Server security Content-Type header missing Medium
Cookie no hitp-only flag Medium
Cookie without secure flag Medium
Cross-domain JavaScript source file inclusion Medium
Web Browser XSS Protection Not Enabled Medium
Secure pages including mixed content Medium
Password Autocomplete in browser Medium
Private IP disclosure Medium
Session ID in URL rewrite Medium
X-Content-Type-Options header missing Medium
X-Frame-Options header not set Medium
Cancel | Thresholds and strengths can be changed by dlicking on them Cancel

¥ 3.6-23

P BFR BB E-ZAP
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2024/10/1 £10:18 ZAP Scanning Report
ZAP Scanning Report

Summary of Alerts

High
Medium
Low
Informational

o W o o

Alert Detail

W 3.6-24 BBLiFWm 1 E ZAP R RIES

ros AARR G B RHR (LHFE)

Nessus ¥4 Tenable FF 2 e 235 BL4F 4 1 £ » & ® % 3%
R e LA AR el s BF o 4 - 538 SSH
BH B AR TR su iy 0 F R
L rhR o

A3bE 2 Nessus 2 fFfppl i » W TP FRE 2
RO PR E I o Nessus Hh B 5 Bkph e 258 5
BREREAT ISAML 0 kAR BT B R

R
1. p &% % (Critical ) &8 b "GN L RA > L2
W EI o
2. ® %% (High): 3 b'% T4 R a2
3. P E% (Medium): ® ERE DT LRI ERTE

4. M E 2 (Low):@ MALR hF % KA

5. # A4 (Informational ) : #% & F 3
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192.168.99.250

CRIMCAL HIGH MEDILM LOwW

Vulnerabilities Total: 15
- SEVERITY CVSS PLUGIN MAME
V3.0
INFO MiA 45590 Common Platform Enumeration (CPE)
INFO MIA 10736 DCE Services Enumeration

INFO NA 24615 Device Type

INFO MIA 11215 Messus SYM scanner

INFO A 19506 Messus Scan Information

INFC A 11936 05 Identification

INFO NIA 10940 Remote Desktop Protocol Service Detection

INFO N/A 31422 Reverse NAT/Intercepting Proxy Detection

INFO MN/A SEOE4 SSL/TLS Versions Supported

INFO M/ 156859 55L/TLS Recommended Cipher Suites

INFO MNIA 25220 TCP/IP Timestamps Suppoarted

INFC A 136318 TLS Version 1.2 Protocaol Detection

INFO MNSA 24814 Terminal Services Use 55LTLS

INFO A 10287 Traceroute Information

INFO A 33139 W5-Management Server Detection

* indicates the v3.0 score was not available; the v2.0 score is shown

W 3.6-25 33 B:4%35 1 & Nessus H&iR|2 %

VRN E RSN P e 2 SR N
TORFEN G

L s g2 R B AT 8 L ATIRTS 1 ) & 2 )
B AISE 2B RGT D kAR & XSSSSQL
Injection P % 53 BL¥F 4y » TR FHPIIFL T A e

%,

<
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WAL MU AT F R TIRERPITE KRBT
AF rwa® s L st 2 35 % 4o OWASP (Open Web
Application Security Project) & &rixw 10 ~ % > A 35847 >
WFE R AR & > o @ * cha E L HP Fortify Static Code
Analyzer ( ## SCA) -

HP Fortify SCA HP Fortify SCA #% * & X-Tier F #Lin 424~
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2 ARG TR BT Y ¢ 77 R RF D RS
FEoow FURELSITE P & BB HP £4 L ATk 4R

(Rulepack ) » BB ATer53 BT MARF LT B4 0 (& * He T
PR EA TR AR MERRE S L BT
% o

p 30 HP Fortify SCA ¥ & R4 iE 480 fa ks g > ¢
§oAERE 2 S A Al IR o Glde :

» Input Validation # 3] : SQL Injection ~ Cross-Site

Scripting ~ Resource Injection ~ Open Redirect %

» Security Features #g 3| : Password Management -
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Insecure Randomness ~ Weak Encryption & -

» Error Handling #g %] : Poor Error Handling % -

» API Abuse # 3| : Code Correctness ~ Missing Check
againt Null ~ Dangerous Method % -

» Code Quality #g 7] : Dead Code ~ Unrelease Resourse

LA

£ o
» Environment #g %] : Misconfiguration % o
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